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COMPARE THE DISCOVERED CURRENT 
OPERATING INFORMATION ASSOCIATED WITH 
THE TARGET DEVICE WITH UPDATED OPERATING 
INFORMATION RETRIEVABLE FROM A DATABASE 
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IDENTIFY AT LEAST ONE PATCH APPLICABLE TO 
THE CURRENT OPERATING INFORMATION 
ASSOCIATED WITH THE TARGET DEVICE 
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APPLY THE AT LEAST ONE IDENTIFIED PATCH ON 
THE TARGET DEVICE 
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ENTER AN UPDATED PATCH STATUS OF THE 
TARGET DEVICE IN A DATABASE 
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DISCOVER CURRENT OPERATING INFORMATION 
ASSOCIATED WITH A TARGET DEVICE 
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TRANSFER THE DISCOVERED CURRENT 
OPERATING INFORMATION FROM THE TARGET 
DEVICE TO A SECOND DEVICE 
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ASSOCIATED WITH THE TARGET DEVICE WITH 
UPDATED OPERATING INFORMATION 
RETRIEVABLE FROM A DATABASE BY THE 
SECOND DEVICE 
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APPLY THE AT LEAST ONE IDENTIFIED PATCH ON 
THE TARGET DEVICE 
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GENERATE AN UPDATED PATCH STATUS ON THE 
TARGET DEVICE 
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SEND THE UPDATED PATCH STATUS TO THE 
SECOND DEVICE 
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ENTER THE UPDATED PATCH STATUS OF THE 
TARGET DEVICE IN THE DATABASE VIA THE 
SECOND DEVICE 
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ASSOCIATED WITH A TARGET DEVICE 



COMPARE THE DISCOVERED CURRENT 
OPERATING INFORMATION AGAINST A DESIRED 

STATE OF INFORMATION FOR THE TARGET 
DEVICE TO DETERMINE, BASED ON POLICY DATA 

ASSOCIATED WITH THE TARGET DEVICE, 
WHETHER AT LEAST ONE PATCH NEEDS TO BE 
APPLIED TO THE TARGET DEVICE 
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THE DESIRED STATE OF INFORMATION IS 
TRANSFERRED TO THE TARGET DEVICE 



A TARGET AGENT ON THE TARGET DEVICES 

COMPARES THE DESIRED STATE OF 
INFORMATION TO THE CURRENT OPERATING 
INFORMATION IN ORDER TO IDENTIFY IF AT LEAST 
ONE IDENTIFIED PATCH SHOULD BE APPLIED TO 
THE TARGET DEVICE 
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SEND A PATCH LIST FROM THE TARGET AGENT 
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ONE IDENTIFIED PATCH THAT SHOULD BE 
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THE TARGET DEVICE 



FIG. 5 



START 



AUTOMATICALLY ACQUIRE PLURAL PATCHES 
FROM PLURAL VENDORS FOR PLURAL 
SOFTWARE PRODUCTS 



AUTOMATICALLY DISCOVER CURRENT 
OPERATING INFORMATION ASSOCIATED WITH 
PLURAL TARGET DEVICES 
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AUTOMATICALLY COMPLETE A VULNERABILITY 

ASSESSMENT FOR THE ACQUIRED PATCHES 
USING THE DISCOVERED CURRENT OPERATING 
INFORMATION 



AUTOMATICALLY COMPLETE AN IMPACT 
ANALYSIS FOR APPLYING THE DISCOVERED 
PATCHES TO THE OPERATING INFORMATION FOR 
THE PLURAL TARGET DEVICES 
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AUTOMATICALLY DEPLOY THE PLURAL PATCHES 
TO THE PLURAL TARGET DEVICES BASED ON 
POLICY-BASED INFORMATION, WHERE THE 
POLICY-BASED INFORMATION INCLUDES 
INFORMATION FROM THE VULNERABILITY 
ASSESSMENT AND THE IMPACT ANALYSIS 
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AUTOMATICALLY INSTALL THE DEPLOYED 
PLURAL PATCHES ON THE PLURAL TARGET 
DEVICES 
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